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ABSTRACT 
 
ANTI-MONEY LAUNDERING IN CAMBODIA 
SHOULD CAMBODIA REGULATE OR BAN CRYPTOCURRENCIES 
 
By 
PHAT POMPISEY 
The new technology of payment, Cryptocurrency have been discussed broadly through the 
global. The opportunities and risks have been considered by the government as well as by the 
regulator. Some countries regulate cryptocurrency while some countries prohibit and crack down 
the cryptocurrency exchanges and businesses. So what is the reasons behind the regulation of this 
new technology innovation? Do Bitcoin and other Cryptocurrencies relate with a criminal? Is it a 
new tool for laundering money? Consequently, the researcher will take this opportunity to find out 
these answers and make suggestions to Cambodia whether Cambodia should regulate or ban 
cryptocurrency. 
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INTRODUCTION 
The first cryptocurrency, Bitcoin, was announced by a group of programmers using the 
pseudonym Satoshi Nakamoto in 2009; it was invented as a peer-to-peer system for online 
payment that does not require a trusted central authority (Nakamoto, 2008).  In April 2018, there 
were more than 1,500 cryptocurrencies trading in cryptocurrency exchanges (Coinmarketcap, 
2018). Bitcoin is the most famous cryptocurrency among other and follows up by Ethereum and 
Ripple. According to Andreas and Hunter (2016), Bitcoin started trading in 2009, with an exchange 
rate against the U.S. dollar of $0.0007 per Bitcoin (P.2). Frances  (2018), states that in November 
2013, the U.S. Dollar exchange rate for one Bitcoin rose more than fivefold, and the value of one 
Bitcoin, which had begun trading at less than five cents in 2010, exceeded USD 1,200 per Bitcoin. 
Whether Bitcoin’s value goes up or down, people around the world are asking the same question: 
What exactly is the potential of this cryptocurrency? What is the opportunities and traits of the 
Bitcoin? Is Bitcoin-related with criminality? Did criminals find a new tool to launder dirty money? 
The study of the opportunities and traits of cryptocurrency is a matter of current interest for 
policymakers; therefore, there are rapidly growing works of literature on this new technology 
innovation such as the risk and vulnerabilities of virtual currency by public-private analytic 
exchange program team (Everette, 2017),  the linking factors between cryptocurrencies, crime and 
enterprise cyber-attack by MWR Infosecurity (2017), the relationship of illicit fund with Bitcoin 
by Fanusie and Robinson (2018), and the regulation anti-money laundering on cryptocurrency by 
Daniel and Barbara (2018). Thus, it has shown that the trend of Bitcoin is a matter of concern in 
term of money laundering.  
While previous research mostly examines the risk and vulnerabilities of the cryptocurrency 
with criminality in the European and Western countries, I intend to examine the risk and 
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vulnerabilities of the Bitcoin in Cambodia, a country located in Southeast Asia. Likewise, while 
most of the superpower countries have shown a positive attitude towards the Bitcoin and have 
decided to take control of the risk, most of the Southeast Asian countries have only released letters 
of warning. Furthermore, even the warning letter has been published by the head of the central 
authority; the investors are still involved with the Bitcoin and other Cryptocurrencies. This paper 
will be of benefit to the regulators, investors and scholars, and for the countries which are 
considering controlling or prohibiting cryptocurrency.   
The purpose of this paper is to describe the relationship between Bitcoin and money laundering 
through various countries’ experience. In particular, the researcher will study the countries which 
have regulated and banned cryptocurrency, analyze whether the risk of the money laundering is 
increased or decreased, and then draw assumptions. Consequently, this paper is a modest attempt 
to explore the likely impact of cryptocurrency on society and banking sector by determining if it 
should be regulated or banned and if it is an opportunity or a trait for money laundering.  
Furthermore, researcher aim to draw attention to Cambodia. 
The central concerns that researcher wish to examine are the history-line of the countries that 
have decided to regulate and prohibit, and the reasons behind the regulation, the trend after the 
implementation of the regulation, and whether the structure of Bitcoin, which does not require the 
identity of the owner is related or unrelated to the money laundering. This research is based on 
secondary data which are available on the KDI Library and K-Developedia1.  
 
 
                                                          
1 K-Developedia is an open access repository established to allow easy access to resources 
 3 
 
 Research Problem and Questions 
The current trend among government and regulators is interestingly related to the regulatory 
of cryptocurrency for anti-money laundering purpose. As a result, some countries have decided to 
regulate or ban cryptocurrency, and some countries in Southeast Asia such as Cambodia, the 
government has not decided on the inclusion of cryptocurrency in the financial system. So, it is 
worthy to ask whether Cambodia should regulate or ban cryptocurrency;   if cryptocurrency is an 
opportunity or a trait for the criminal; and the impact of cryptocurrency regulation on Anti-Money 
Laundering.  
 Research Objectives 
This paper aims to:  
- Explore the impact of cryptocurrency regulation on anti-money laundering based on 
country experience;  
- Draw lessons for other countries which are in the middle of the two extremes (regulate and 
prohibit); and  
- Make an observation whether Cambodia should regulate or ban cryptocurrency exchange. 
 The significance of the study  
This study will provide insights for the regulator, policymaker and financial industry leaders 
who want to get a better understanding of the regulation of cryptocurrency and the illicit finance 
risks arising from cryptocurrency as well as to formulate ways to enhance anti-money laundering 
compliance among cryptocurrency businesses. Moreover, this research will be helpful for 
countries which are considering making regulations on cryptocurrency.     
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CHAPTER I: OVERVIEW OF MONEY LAUNDERING AND CRYPTOCURRENCY 
A. Cryptocurrency, Digital Currency and Virtual Currency 
Currency means the money that serves as the national currency accepted by the government 
and people in its own country. Currency or money serves three functions such as the medium of 
exchange, store of value, and unit of account (N. Gregory Mankiw, 2016). Nevertheless, people in 
the developed countries rarely use money or cash for payment; the use of modern technology of 
payment such as visa or debit card are common (Runnemark, Hedman, and Xiao 2015). 
Interestingly, Cryptocurrency, digital money and virtual currency in the current technology of 
payment are misunderstood by many people. As a result, Bitcoin is a non-central bank digital 
currency and it is a new method of payment that uses peer-to-peer review and cryptography to 
secure financial transaction. Bitcoin is the first cryptocurrency created by a group of unidentified 
people called Statoshi Nakamoto (2008). Bitcoin is the anonymous group of people’s digital 
currency. Virtual currency is the currency that uses in the virtual life. It serves as a method of 
payment in online games, i.e., Pokemon game. Gamers use virtual currency for making a purchase 
in the game. Likewise, some other virtual game also accepts Bitcoin for in-game purchase such as 
World of Warcraft and Second life (Marsden, 2015). As a result, cryptocurrency, digital currency, 
and virtual currency refer to the same form of electronic payment.  
a. How Does a Bitcoin Work?  
Bitcoin is the latest technology of electronic payment that allows a user to send and receive 
Bitcoins as a payment instead of using a financial institution as an intermediary. The blockchain 
is a heart of Bitcoin. Likewise, it is an accounting ledger for the Bitcoin users since the user can 
perceive and verify every transaction on the blockchain (Nakamoto, 2008). Since the Satoshi 
Nakamoto created Bitcoin, it is not only a new technology innovation tool for payment, but it is 
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also for trading. The Bitcoin or cryptocurrency exchanges are around the world so does the traders. 
Thereby, the price of Bitcoin raised like a skyrocket. The Bitcoin trader can get Bitcoin by two 
choices: (1) using a computer to mine Bitcoin; and (2) buy at the Bitcoin or cryptocurrency 
exchange market (Bitcoin, 2018).  
b. Bitcoin, the Perspective of the Policymakers across the Globe    
There are also growing arguments about the definition and function of the cryptocurrency in 
general or Bitcoin in particular. According to Satoshi Nakamoto (2008), Bitcoin serves as online 
payment based on cryptography. Most of the policymakers and regulators across the globe have 
been concerned about the regulation of the Bitcoin, after the skyrocketing increase in the price of 
the Bitcoin from its initial launch till now.  Policymakers and regulators are mostly concerned 
about the recognition and regulation without loophole; they want to make sure that Bitcoin and 
other Cryptocurrencies do not involve with criminal activities, cause financial risk, and create tax 
evasion. Likewise, in order to know more about the regulation of the policymakers and the 
regulators across the globe, the table below is brief information on Bitcoin regulation of randomly 
selected countries (Table 1). 
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Table 1: The brief information on the regulation of Bitcoin and other Cryptocurrencies 
Country The Regulation 
Australia 
Australia’s government treats Bitcoin and other 
Cryptocurrencies as a commodity. Every transaction involves 
paying taxes and a report has to be filed if there is any 
suspicious transaction regarding laundering money to the 
regulator (ASIC, 2018). 
Belgium 
According to the report by the Law Library of Congress (2018), 
the Belgian Finance Minister has not thought about the 
further regulation of the cryptocurrency since they found out 
that Bitcoin did not present any problems with the price stability. 
Bolivia 
The central bank of Bolivia banned all the cryptocurrencies 
which were not issued by the central authority (Luther, 2017). 
Canada  
 
The Canadian Revenue Agency treated Bitcoin as barter 
under the anti-money laundering and counter of financial 
terrorism law and regulation by November 2013 (Ursula, 2014). 
Cambodia 
There has not had official banning or regulating Bitcoin and 
other Cryptocurrencies in Cambodia. National Bank of 
Cambodia, the Securities and Exchange Commission of 
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Cambodia and the General-Commissariat of National 
Police released a joint warning statement that all 
cryptocurrencies in Cambodia are illegal because this 
propagation is not regulated by competent authorities and may 
cause potential risks (NBC, 2015). 
China 
The government of China has banned all the cryptocurrencies 
and not recognized as legal tender; the government also 
cracked down all the activities which is related to the 
cryptocurrencies in order to protect customer and prevent 
financial risk (Ursula, 2014). 
Colombia 
Bitcoin is not banned in Colombia, but it will not get legal 
recognition. Colombia’s Government determined Bitcoin as 
legal but neither a currency nor security (Legal,  2018). 
Iceland 
Residents in Iceland can own Bitcoin by mining, but not 
allowed to buy Bitcoin through Bitcoin exchange market. 
Likewise, the State of Iceland claimed that they decreed the 
banning of Bitcoin (Tatar, 2018). 
India 
The Reserve Bank of India has considered Bitcoin as illegal 
while the Finance Ministry in India was investigating the 
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legalization and the regulation of the cryptocurrency or Bitcoin 
(Kevin, 2017). 
Japan 
The Payment Services Act in Japan has already regulated the 
cryptocurrency exchange market since April 2017 (Ursula, 
2014).  
Laos 
The Central Bank of Laos has published a letter of warning 
against the use of Bitcoin and other Cryptocurrencies (The 
Financial Time, 2018). 
New Zealand 
The regulatory on the Bitcoin moves slowly. Currently, there 
has not had any actions regarding regulating or banning 
Bitcoin and other Cryptocurrencies (RICHARD, 2018). 
Malaysia 
The central bank of Malaysia, Bank Negara Malaysia, has 
not recognized all cryptocurrency including Bitcoin. The 
central bank also warned the public about the associated risks 
with the Bitcoin (SALLEH BUANG, 2017). 
Mexico 
The Mexican Government banned Bitcoin after Ecuador and 
planned its own cryptocurrency following the structure of 
Bitcoin (Christina, 2018).  
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Poland 
 
According to the Central Statistics Office of Poland, Poland 
has officially treated Bitcoin as an economic activity after 
Poland’s executive agency dealing with Polish Prime Minister 
(Shivdeep, 2017). 
South Korea 
South Korea’s government banned and cracked down the 
unidentified Cryptocurrency exchanges, anonymous traders 
and foreigner that involved with Bitcoin and other 
Cryptocurrencies (Gregor, Stuart and Hunter 2017). 
Thailand 
Thailand is the country that has back and forth experience with 
cryptocurrency market. In the past five years, Thailand was the 
first country in Southeast Asia that forced to shut down of the 
largest exchange market in the region, Bitcoin.co.th. in July 
2013, thereby becoming the first country in Southeast Asia to 
prohibit Bitcoin. However, in February 2014, Thai Official 
suddenly allowed the Bitcoin exchange market to reopen in 
order to use and trade Bitcoin and other Cryptocurrencies 
(CYBERIUS, 2018) 
Vietnam 
The State Bank of Vietnam, released a banning statement to 
the public that Bitcoin and other Cryptocurrencies are not 
lawful means of payment (Simon, 2017). 
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In addition, the governments and regulators across the globe have different perspectives 
regarding the regulation of the cryptocurrency exchange. Some countries prohibit, others consider 
it as a commodity, and others have no action. Meanwhile, it is fascinating that no matter how the 
government and regulators think about Bitcoin and other Cryptocurrencies and whether it is 
considered illegal or legal, the cryptocurrency exchange market operation is still active as shown 
in figure 1; the market cap of Bitcoin and other Cryptocurrencies across the globe since April 2009 
to August 2018 through Coin Market Cap, Cryptocurrency Exchange Market Operation (2018). 
 
Figure 1: Cryptocurrency Charts 
Source: (Coinmarketcap, 2018). 
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c. Advantage and Disadvantage of Cryptocurrency 2 
Since the price of the cryptocurrency has fluctuated from the less than 5 cents per Bitcoin to 
more than 1,200 USD per Bitcoin, policymakers and academics have turned their attention to the 
reason behind this modern technological innovation. Some of these concerns are listed below:    
 Advantages of Bitcoin  
Transparency: it claimed that all the Bitcoin transactions are available in the blockchain. It is 
called shared public ledger for Bitcoin; the entire Bitcoin depends on the blockchain. It allows 
users to verify the transactions. It is the most attractive part of Bitcoin. So, by sharing record book 
together, it is believed that Bitcoin is the most transparent. 
Security: Bitcoin depends on blockchain and use the 256-bit which is designed by the U.S 
National Security Agency. The owner of the wallet has to make mathematical proof in order to 
protect their Bitcoin, so it means that no other can get the key to lock the wallet beside the owner. 
It is a cogent comment on the security of Bitcoin (Bunjaku, Gjorgiev and Miteva 2016) 
Lower transaction cost: Bitcoin is proving the lowest transaction cost than others. The average 
cost of Bitcoin is at 1% compared to 2-4% for the others like Paypal or Western Union (Say, 2014). 
Anonymity: Bitcoin is well-known by obscuring the identity of the users (Nakamoto, 2008).  
 
                                                          
2 According to the Coin Market Cap (2018), the world cryptocurrency exchange market operation 
shows that there were more than 1,500 of different cryptocurrencies including bitcoin on July 2018. 
Bitcoin is ranked number one following by Ethereum and XRP as third. Likewise, this research is 
focused only bitcoin. So, this information is referring to the only bitcoin. 
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 Disadvantages of Bitcoin:  
Instability: Bitcoin has been very unstable throughout the trading history. In particular, the 
volume and the price of Bitcoin have been increasing rapidly in overall. If we compare the current 
price with the initial price, we would see the enormous growth (Coinmarketcap, 2018). However, 
the volume and price of the Bitcoin dropped immediately after the peak, i.e., according to the coin 
desk Bitcoin price index (Sinclair, 2018), the price of Bitcoin reached 17,549.67 per Bitcoin on 
December 11, 2017 at the peak;  two months later, the price of Bitcoin dropped to 7,964.42 on 
February 5, 2018. This showed the extreme instability of Bitcoin, just only in two months, the 
price of Bitcoin decreased by 120%. For this instability in price, the buyers and sellers will face 
the problem of verifying the price per Bitcoin in every transaction because the price of one Bitcoin 
always unpredictably increases and decreases. 
Lack of replicability: it is an actual thing of every Bitcoin user. The users of Bitcoin must have 
storing place for their Bitcoin whether from mining or buying. It is in particular called wallet. 
According to Bitcoin Organization (2018), the Bitcoin’s wallet includes desktop, hardware, 
mobile, and web. The users have to select one wallet to store and to make the transaction with 
Bitcoin. Likewise, the simplifying a complex problem of those wallets is about the losing. The 
owner of Bitcoin must make the security for their own. It can be a file on a computer or a mobile 
application. If the users lost the file or phone, then their Bitcoin is completely gone forever. It is 
very risky because all digital currencies hide the identity of the users, so when you lose your wallet, 
you will not get it back (ASIC, 2018). 
Hacking: this is a real concern regarding the cryptocurrency as it can be stolen or hacked by a 
computer hacker. The potential point is not on the blockchain but the cryptocurrency exchange 
market operation. Hacking is the sign for money laundering (Richet, 2013).     
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Deflation: Bitcoin cause a deflation due to finite money supply (Mazer, 2015). 
Tax evasion and money laundering, the disadvantage of the Bitcoin and other Cryptocurrencies 
are the core concerns of this research and will be discussed in the next following (section d and e) 
and Chapter III.  
d. Cryptocurrency: a new tool for laundering money  
Bitcoin is a virtual currency that most internet players use for making payment in the virtual 
game. Moreover, Bitcoin is not the only cryptocurrency that is accepted in the virtual game, the 
other cryptocurrencies also going well in gaming activities. Consequently, Bitcoin and other 
Cryptocurrencies are believed as new tools for criminals to launder money. As a result, Bitcoin 
and other Cryptocurrencies already served criminal such as: 
 Blender  
Fergal and Martin (2013), Bitcoin and other Cryptocurrencies are created for avoiding the 
central authority which makes it hard for the government to make specific regulations. They also 
claim that criminals used to mix money from more than one person with Bitcoin and other 
Cryptocurrencies for concealing the particular owner of them as well as it is hard for the regulator 
for searching the belonging, interestingly, when they mixed the money with Bitcoin which the 
transaction hid in the blockchain. Sara Ruiz Cabrera (2016), also states that “A ‘mixer’ is efficient, 
e.g., keeps hidden laundered money, when it has a lot of subscribers” (p.27). 
 Deep Web or Invisible Web 
Deep Web or Invisible Web is a portion of the internet which is not accessible in search engines 
like Google. Sara, Ruiz and Cabrera (2016), illegal information is storing in Deep Web; 
government and other cooperation data also appear in Deep Web. As a result, Deep Web is not 
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only for the illegal grounds; it is also for legal purposes. Likewise, José Luis Espinosa, an expert at 
ABC NETWORKS (2015), claims that approximately 90 percent of current internet pages are 
Deep Web, and the Surface Web or Visible web only constitutes around 10% or 15% (Figure 2). 
 
Figure 2. Surface Web Vs Deep Web 
Source: (Sui, Caverlee, and Rudesill 2015) 
- What is the relationship between Deep Web, Cryptocurrency and Money Laundering? 
Trend Micro (2015), states an interesting fact on the internet’s hidden side and on how the 
criminal takes advantage by creating a place for selling illegal goods and services. He refers to 
Silkroad, the biggest black online market website that provides illegal goods and services. It was 
created in February 2011 for global trading illegal goods; the drug is one of the products. The 
Silkroad is hidden in the deep web; however, the users can access via TOR3 (Barratt, Ferris, and 
                                                          
3 Tor is a browser on the internet that allows the user to browse the Web anonymously.   
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Winstock, 2014). The interesting fact is about the payment method in Silkroad. Cryptocurrency is 
accepted in this black market. The buyers use Bitcoin to purchase illegal products and they also 
call Silkroad as cryptomarket. According to Cabrera (2016), the US Federal Bureau of 
Investigation (FBI) closed down and arrested the founder of Silkroad on October 2013 after the 
FBI agent played a trap for buying cocaine at Silkroad market by using USD 7,000 in Bitcoin for 
a kilo of cocaine. The letter published by the FBI (2013), states that “the government’s 
investigation has revealed that, during its two-and-a-half year in operation, Silk Road has been 
used by several thousand drug dealers and other unlawful vendors to distribute hundreds of 
leukograms of illegal drugs and other illicit goods” (p.6). The report shows that the Silkroad market 
generates an equivalent to USD 1.2 billion for selling and around USD 80 million in commission. 
Likewise, the price of Bitcoin plummeted after the closure of the Silkroad black market, as shown 
in Figure 3. 
Figure 3: The Price of Bitcoin after a shutdown of Silkroad 
Source: (Steve, 2013) 
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e. Money Laundering and Bitcoin in Different Countries 
 Money Laundering & Bitcoin ATM (United Kingdom)  
The process of money laundering with Bitcoin ATM: one Bitcoin user, defined as person A, 
used to be under the influence drugs controlling made deposits frequently to the Bitcoin ATM. 
Person A also used the machine with multiple other subjects. This is believed as a money 
laundering process through Bitcoin ATM by National Crime Agency (NCA)-United Kingdom 
(Egmont, 2018). 
 Movement and Laundering of Funds using a Bitcoin ATM (United States) 
As we know that Bitcoin ATM or Kiosk allows the users to deposit money for the Bitcoin and 
vice versa. As a result, one of the Kiosk operators in the United States reportedly deposited cash 
300,000 USD roughly. The money smelled/smelt of marijuana. (Egmont, 2018). 
There were also twelve suspicious transactions related with DeepWeb Market and illegal 
Bitcoin exchange market reported by a Bitcoin Kiosk operator in the Eastern United States 
(Egmont, 2018). 
 Tax Evasion and Virtual Currency Exchange (Latvia) 
As we know that the government of Latvia has accepted cryptocurrency and taxed them 
(SunnySolomon 2018). However, the tax evasion has found later by the Office for Prevention of 
Laundering of Proceeds Derived from Criminal Activity; it pointed out that the Bitcoin exchange 
service that got an approval from the government for Bitcoin trading in Latvia registered in another 
country for avoiding taxation (Egmont, 2018). Both trader and cryptocurrency exchanges did not 
pay personal income tax and capital income tax. Besides, the working group of Egmont also 
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pointed out that other regulations of Latvia also received defrauded funds and transferred to other 
accounts that subject for a bank account for Bitcoin and other financial transactions. 
 Laundering Proceeds and Bitcoin ATMs (United States)  
FinCEN, through cooperation with law enforcement, is aware of at least two instances of street 
level drug dealers using Bitcoin kiosks to purchase Bitcoin, which were subsequently used to 
obtain drugs on Darknet markets. Narcotics were eventually shipped to the dealer through the mail 
and sold on the street. The two drugs dealers buy Bitcoin via Bitcoin kiosks. The regulators believe 
that they will use Bitcoin to buy drugs on Darknet markets (Egmont, 2018).  
 
Figure 4: Laundering Proceeds and Bitcoin ATMs 
Source: (Egmont, 2018). 
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 Illicit Activity Drug Trafficking Involving a Cryptocurrency Exchange (New Zealand) 
The Australian citizen, called person A, bought Bitcoins approximately NZD 5,000 amount 
six times per month. Person A also received significant profit from selling Bitcoin but did not 
make payments to Inland Revenue. This believed by the typology associated with the two 
suspicious transactions. First, person A is performing as an intermediary by buying Bitcoin from 
the cryptocurrency market abroad then person A makes a request and receives payment from 
customers into their bank account. When the fund is legitimate, person A will transfer Bitcoin from 
his wallet to his customers’ Bitcoin’s wallet. This was believed that drug dealing. Likewise, New 
Zealand Police Financial Intelligence Unit found out that banking account of the person A involved 
with many deposits transaction that related with the drug and unknowns deposit (Egmont, 2018).   
 
Figure 5: Illicit Activity Drug Trafficking Involving a Cryptocurrency Exchange 
Source: (Egmont, 2018). 
B. What is Money Laundering? 
a. The Origin of Money Laundering 
 As a basic concept, the activities including transferring cash in or out of the country, making 
shell business, buying mental and precious staff that is easy to move and transfer are the methods 
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that criminals use to perform money laundering (Schroeder, 2001). Allowing the criminal to 
unfettered payout and investment by the American Mafia has caused anxiety about the criminal 
and the state. Meyer Lansky, the most financially successful gangster in American history, buys 
real estate and legitimate business in order to block out the original source of fund (Matsuda, 
2007).  Meyer Lansky and another group of gangsters shown their legitimate profit by mixing the 
illicit earnings from illegal activities with gambling, extortion, prostitution and bootleg liquor. This 
is believed as the origin of the money laundering.  
b. Money Laundering Methods 
 The most important goal of a criminal is to generate the profit without being caught by the 
regulators. Criminals use many ways of cleaning the dirty money. However, the commons ways 
of laundering the dirty money remain in three stages: (1) Placement: is the process that criminal 
use financial institution by trying to inject illicit fund, deposit massive amount of money is one of 
the examples; (2) layering: is the way that criminal use to hide the original source of fund by 
diversifying dirty money to other financial institutions, transferring and buying financial products 
are the layering activities (3) integration: is the final stage that criminal use to integrate fund to the 
legitimate financial markets (Utvik, 2004). 
Besides these three principle methods, criminals still have plenty of schemes for laundering 
money. As a result, criminals are very diverse and vary in character. The table below is the process 
taken by the criminal to laundering money.  
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Table 2: Table of criminal activities 
 
Source: Background intelligence brief on money laundering, 2005. 
c. The Impact of Money Laundering on Society 
Naturally, money laundering is the convention of transforming black money into white money 
by the criminal. It has a very negative impact on the economy. If one country does not have law 
and regulation for combating money laundering, it seems like that country is encouraging people 
to conduct illegal activities. On the other hand, tax evasion is the first concern related to the money 
laundering. As we know, the government gets income by requiring tax payment from the public. 
Moreover, taxation or fiscal policy is a significant tool for the national government for 
controlling the economy in the short run, and monetary policy is under the monitoring of the 
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central bank (Dr. Econ, 2002). The flow of dirty money from one country to other countries in 
terms of cleansing money is causing tax evasion. As a result, the government suffers from losing 
money and having harder control of the economic situation (Rui and Greens, 2013). Besides tax 
evasion, money laundering is threating economic and political stability by making volatile on the 
interest rates and exchange rate including inflation rate (Yikona, 2011).  Kumar (2012), 
ignoring money laundering creates a depression on economic growth by causing the diversion of 
resources to the less productive areas of the economy. Apparently, money laundering is illegal; 
this is entirely misdeed since money laundering is the activities that make crime pay.  According 
to Alweendo (2005), states that “money laundering has the potential to erode the political and social 
systems of a country and could affect stability and the general rule of law” (p.2).  
C. What is the Financial Intelligence Unit (FIU)?  
Financial Intelligence Unit (FIU) is a law-enforcement agency at the national level that has an 
exclusive right to access all the relevant financial information. FIU is the result after the negotiation 
of the United Nations Convention against illicit traffic in narcotic drugs and psychotropic 
substances in the mid-1980s (Aninat, Hardy, Johnston 2002). The purpose of FIU is to receive and 
analyze suspicious cash transaction reports, oversee the reporting entities, financial institutions, 
and ensure that FIU’s laws and regulations are being followed and complied.  FIU can be different 
in name by countries, but it has the same goal: ensuring that the criminal does not use the financial 
system for laundering the dirty money. Likewise, the final step of the FIU is to freeze the money 
or asset if it emanates from the criminal, and report to the police and other law-enforcement 
agencies. FIU is the body under the international organization called Financial Action Task Force 
(FATF). FIU must follow FATF recommendations in order to make standard laws and regulations 
in a country. 
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 What is FATF? 
FAFT is an inter-governmental body established in 1989 during the G-7 summit in Paris. The 
essential goal of FAFT is to set the international standards of the anti-money laundering and 
financial terrorism around the globe. FATF serves as the policy-making body to generate the 
necessary political will to the regulators around the globe. FATF also promotes the effective 
implementation of legal, regulatory and other related policies to ensure the integrity of the 
international financial system. FAFT has developed a series of recommendations with the purpose 
of setting the standard for preventing money laundering and the financing of terrorism. Moreover, 
FATF also cooperates with TJN-Finance Secrecy and US International Narcotics Control Strategy 
to ensure the financial system around the world comply with the Anti-Money Laundering and 
Countering of Financial Terrorism standard by contributing 65 percent to the evaluation process 
made by the Basel Anti-Money Laundering Index4 report. There are also 37-member countries 
under the FAFT regime. It includes two regional organizations representing the most dominant 
financial centers in all parts of the globe, as shown in Table 3. 
 
 
 
 
 
                                                          
4 the organization working on ranking the country risk regarding money laundering and terrorist 
financing under the Basel Institute on Governance 
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Table 3: The 37 members of the FATF 
 
Source: Financial Action Task Force, 2018. 
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CHAPTER II: LITERATURE REVIEW 
In this section, I will conduct the literature review on the relationship between Money 
Laundering and Cryptocurrency. The first Bitcoin was published on October 31th, 2008 by the 
anonymous person called Satoshi Nakamoto (2008). He pointed out that Bitcoin created for online 
payment allows the user to make payment without involving with the financial institution as the 
third party. Bitcoin is the most famous among cryptocurrencies. According to Coin market cap 
(2018), there were more than 1,500 cryptocurrencies in the cryptocurrency market platform by the 
end of April 2018. The first record of the Bitcoin’s price after nine months of launching was 0.08 
per Bitcoin (GRAF, 2014) then it was incredibly increased more than 1,200 USD per Bitcoin in 
2013 (Carter, 2017). According to Jaffee (2018), everyone can use Bitcoin without any concerns; 
they only need to have a mobile phone or computer which can access the internet. He says that in 
particular, an owner of Bitcoin has full responsibility of the risk; he/she could spend Bitcoin 
anytime and anywhere without involving any centralized authority. He also believes that Bitcoin 
will create a convenient and healthy economy in the future. In contrast, Jens Getreu (2015) asserts 
that the process offered by Bitcoin network in order to make payment without the requirement of 
national identity, and the way that Bitcoin network allows the user to transfer amount of Bitcoin 
as a payment, are useful signals for the criminal to launder dirty money. As a result, he claimed 
that Bitcoin is a trait for the future economy. Similarly, studies on the impact of the Bitcoin have 
shown that Bitcoin is considered the most used method by criminals for laundering dirty money 
(Rueckert 2016; Christopher 2014; Singh 2015; Carvalho 2011). Likewise, in the European 
countries, the connection between money laundering and Bitcoin are broadly discussed (Bryans 
2014; Cabrera 2016; Singh 2015). Bryans (2014), wrote an article about the way that criminals use 
technology to laundering money by mention the Bitcoin as a tool for laundering while Cabrera 
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(2016), examined the relationship between money laundering and Bitcoin in European Country. 
Signh (2015), on the other hand, believes that Bitcoin causes the risk of money laundering to 
increase, so he aims to propose a refined regulatory framework to deter money laundering in 
Bitcoin. 
While previous researches have shown only the relationship between money laundering and 
Bitcoin in European Country, researcher intends to examine the same relationship of money 
laundering and Bitcoin in Cambodia which is located in Southeast Asia. Researcher intends to 
make observations for Cambodia whether Cambodia should regulate or ban Bitcoin.  What is the 
impact of Bitcoin on anti-money laundering in Cambodia? Then, researcher will consider the 
contemporary context and debate on the relationship between money laundering and Bitcoin in 
Cambodia. 
Correspondingly, before proceeding, it is necessary to know about the situation of money 
laundering and Bitcoin in Cambodia. According to Basel Anti-Money Laundering Report in 2016, 
with the weak financial sector, the lower of jurisdiction system and the pain of corruption, 
Cambodia ranks in third “highest-risk” country out of the total 147 countries in term of money 
laundering risk. In the same vein, US State Department’s 2016 International Narcotics Control 
Strategy report gives the full scope of money laundering risk, ten over ten because money 
laundering has been classified as a central concern in Cambodia.  
Moreover, Kunmakara (2017) concludes that cash-based dollarized economy lead 
vulnerability to money laundering in Cambodia. He also includes porous borders and inadequate 
oversight of casinos at border frontiers which are the good sign for criminal activities. 
Furthermore, Lewis (2013) and Di Certo (2012) claim that Cambodia is a right place for laundering 
money since the financial transparency and banking sector are deficient.  Due to the contemporary 
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context above, it is clear that Cambodia is in need of a sharp improvement in money laundering 
prevention. So, should Cambodia regulate or ban Bitcoin?  
The purpose of this research does not focus on the relationship between money laundering and 
Bitcoin around the globe. Instead, this research is primarily focused on money laundering and 
Bitcoin in Cambodia. In particular, the researcher aims to analyze the trend of the countries which 
regulate and ban cryptocurrency, whether the risk of the money laundering is increased or decrease, 
and then draw an assumption. Consequently, this paper is a modest attempt to explore the likely 
impact of cryptocurrency on anti-money laundering whether cryptocurrency should regulate or 
ban and is it an opportunity or a trait for money laundering? Furthermore, the researcher aims to 
draw attention to policymakers in Cambodia whether Cambodia should take control or prohibit 
the cryptocurrency. 
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CHAPTER III: CASE STUDIES ON REGULATIONS OF VIRTUAL CURRENCIES 
There are several significant reasons that the researcher decide to research and examine these 
three countries. Firstly, the researcher takes Australia due to the availability and accessibility of 
the data. Australia’s government take the intense action and regulation on the cryptocurrency 
exchange. Secondly, the researcher chooses China due to the reason that China’s government is 
very protective of the outside technology. Likewise, China’ government prohibit everything 
related to the cryptocurrency and plan to create own cryptocurrency. So, this is a chance to study 
the story of the Bitcoin and other Cryptocurrencies in China. Thirdly, the researcher prefers South 
Korea because the Korean Won is the third largest currency exchange in cryptocurrency exchange 
in the world.         
A. AUSTRALIA 
a. Introduction 
Australia is located in the continent of Oceania. This country has more than 24 million 
population with a surface land area of 7,682,3000 km2 (Australia, 2018). According to the World 
Bank Data (2018), the gross domestic product (GDP) per capita was 53,799.94 US dollar in 2017. 
Australia’s economy depends heavily on coal and iron exports which are estimated around 29 
percent of the total export goods and services in 2014-2015. Concerning of technology innovation, 
Australia is not far different from other countries. Cryptocurrency exchange market is growing 
well in Australia so do the investors (Coinmarketcap, 2018). Like many other countries, the 
Australian government is concerned about this financial trend; it has done several actions regarding 
the regulation of the Bitcoin and other Cryptocurrencies.  
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According to Buchanan (2018), the regulatory approach to the Bitcoin and other 
Cryptocurrencies has been considered by Australia government in the past few years. Since 2015, 
The Senate has been reviewing existing legislation and discussing with relevant agencies about the 
risk of money laundering and tax evasion related to Bitcoin and other Cryptocurrencies.  This has 
started after the Australian Taxation Office (ATO) treated Bitcoin and other Cryptocurrencies as 
commodities and all the transaction s regarding these digital currencies as barter.  
Firstly, ATO has passed new laws and regulations about the tax treatment on the Bitcoin and 
other Cryptocurrencies which all the transactions which are related and considered about the tax 
revenue. Secondly, the Senate claimed that all the currency exchange business or cryptocurrency 
market must be under the Anti-Money Laundering and Countering of Terrorism Financing 
(AML/CTF) legislation (Buchanan, 2018). Likewise, the regulator requires all businesses which 
are related with Bitcoin and other Cryptocurrencies register with the regulatory body that 
implements AML/CFT. The regulation also requires the members to follow the financial 
regulation, consumer protection, and payment system regulation. Besides, the Australian Senate 
and ATO, the Australia Securities and Investments Commission (ASIC) also published guidance 
regarding the risk of Bitcoin and other Cryptocurrencies.  
Finally, it can assume that Australia decided to regulate the cryptocurrency market based on 
several grounds; the two main reasons, however, are (1) tax evasion and tax income and (2) 
AML/CFT. 
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b. The Trend of Cryptocurrency Regulation in Australia 
 The Australian Parliament’s Senate Economic References Committee 
On August 2015, Australia Senate Economic References Committee published a report about 
the creation process of regulation on digital currency, the vital impact of the Bitcoin and other 
Cryptocurrencies on Australian Economy, and the benefit that Australian can take from the digital 
currency. The report was generated from public hearings, survey, and the delegation meeting 
abroad. Public hearings were conducted in order to develop an effective regulatory system.  
 The Australian Taxation Office (ATO)  
On 20 August 2014, ATO published a tax treatment on Bitcoin and other Cryptocurrencies as 
a draft and finalized on December 17, 2014. They ruled that all the transactions involving Bitcoins 
are barter arrangements and have similar taxing processes. The ATO also did not recognize digital 
currency as money or foreign currency. ATO treated Bitcoin and digital currency as asset for the 
incoming tax purpose (ATO, 2018).  
ATO published the ruling regarding on the digital currency as follow: 
 GSTR 2014/3— Goods and services tax implications of transactions involving with digital 
currency. 
 TD 2014/25—Income tax: is Bitcoin a 'foreign currency' for Division 775 of the Income 
Tax Assessment Act 1997 
 TD 2014/26—Income tax: is Bitcoin a CGT asset for Subsection 108-5 of the Income Tax 
Assessment Act 1997 
 TD 2014/27—Income tax: is Bitcoin trading stock for Subsection 70-10 of the Income Tax 
Assessment Act 1997 
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 TD 2014/28—Fringe benefits tax: is the provision of Bitcoin by an employer to an 
employee for a fringe benefit on the purposes of subsection 136 of the Fringe Benefits Tax 
Assessment Act 1986. 
 The Reserve Bank of Australia  
Currently, the Central Bank of Australia does not regulate Bitcoin and other 
Cryptocurrencies. Generally, the Reserve Bank Act is based on the Payment System (Regulation) 
Act 1998.  
 The Australian Securities and Investment Commission (ASIC)  
ASIC does not consider Bitcoin and other Cryptocurrencies or digital currency as financial 
products and has published on its website the risks of the digital currency.   
 Australian Transaction Reports and Analysis Centre (AUSTRAC) 
Australia’s government remains concerned about Bitcoin and other Cryptocurrencies.  It is 
very protective of any vulnerabilities and risk that may come from the cryptocurrency exchange 
market operation with banking and the remittance services due to the exchanged for fiat currencies, 
or vice versa. Australia’s government is concerned about 'closed loop' economy. As a result, the 
regulatory oversight has been appointed with the AML/CFT regime.36 and also under the 
monitoring of AUSTRAC, Australia's AML/CTF regulator. Likewise, every cryptocurrency 
trading by Australian citizens and foreigner have to report to International Funds Transfer 
Instructions (IFTIs) if the trading meet or exceed the threshold AUD 10,000 and other relevant 
currency that provide cryptocurrency exchanges. Moreover, form suspicious matter reports if 
reporting entities find any crime-related financial activities.  
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c. The Situation of Cryptocurrency Exchange Market in Australia  
Risks and vulnerabilities are still hard to prevent even though Australia’s government have 
taken several actions on Bitcoin and other Cryptocurrencies.  In 2017. There were more than 1,200 
complaints from investors in Australia regarding the Bitcoin scams (Hobday, 2018), and 1,289 
complaints about the lost in cryptocurrency exchange market operation equal to $1,218,206. As a 
result, Australian government and other related regulators (2018) reissued a warning letter to the 
public. A few months later, AUSTRAC called for the regulation of all the cryptocurrency exchange 
market operations and other activities that serve service for exchange Bitcoin and other 
Cryptocurrencies to real money and vice versa.  This aims to protect the investors and Australian 
citizens from losing money with the cryptocurrency exchange market operation, strengthen the 
anti-money laundering system, verify customers’ identities, and maintain records (Palmer, 2018). 
The following is the summary of AUSTRAC’s regulation on the cryptocurrency exchange 
market operation: 
 forming a regulatory procedure on 3 April 2018. 
 Providing only six weeks for the relating business with cryptocurrency and cryptocurrency 
exchange market operation for registration from 3 April to 14 May 2018 (Australia 
Government claims as a policy principles period).  
 Preventing the money laundering risk and terrorist financing for this regulatory by 
determined the risk-based approach on the services related to Bitcoin and other 
Cryptocurrencies, the transaction they made, investor’s profile.  
 The critical keys that AUSTRAC wants to implementation are: 
- Register (cryptocurrency exchanges and businesses) 
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- Conduct a risk assessment 
- AML/CFT 
- Require reporting form all the entities (all the suspicious transaction, threshold 
transaction: more than 100,000 USD or equivalent to AUD and the compliant 
regarding with AML/CFT transaction). 
B. CHINA 
a. Introduction 
As we known China is a country that has a population of more than 14 billion (Worldometers, 
2018). According to the World Bank (2018), GDP in China keeps increasing from 309.488 billion 
in 1985 to 12.238 trillion in 2017. Likewise, China contributes around 14% of the total World 
GDP (2018). China’s economy is proliferating every year. Consequently, its technological 
capacities are interestingly growing. However, the Chinese government implements censorship on 
the Internet called the “Great Firewall” (Branigan, 2012). As a result, the popular social media 
such as Google, Facebook and Whatsapp are banned in China (SLC, 2018). The Chinese 
government does not allow their people to interact with the outside media technologies because 
they are non-Chinese in content and language. The government also wants to control the 
information by blocking all the non-Chinese websites that providing news or other information, 
i.e., The New York Times, Bloomberg, The Wall Street Journal and other most influential news 
websites (Bradsher, 2012; Taibi, 2014). Furthermore, new technology innovations for payment, 
Bitcoin, and other cryptocurrencies are banned in China (Hays, Stoeferle, and Valek 2017). Hence, 
the government has taken serious steps regarding the regulation of Bitcoin and other 
Cryptocurrencies by cracking down all activities and businesses related to this digital currency. 
China has halted operations of financial institutions and websites which serve as exchange market 
 33 
 
platforms for Bitcoin and other Cryptocurrencies  (Central Global, 2018). Dawkins (2018), the 
People’s Bank of China (PBOC) also released a statement to block all domestic and foreign 
cryptocurrency and including initial coin offering5 (ICO).  Accordingly, China’s central bank has 
already announced that they will establish their digital currency in the future.  
b. The History of Cryptocurrency in China 
 2013 
In pre-2013, China’s government did nothing regarding Bitcoin and other Cryptocurrencies 
trading. However, in December, the central bank of China with four other financial regulators 
released a discussion letter about the risks and vulnerabilities of cryptocurrency after the increasing 
number of scams and related crimes (Bloomberg, 2013). Thus, PBOC treated all the 
cryptocurrencies as a virtual commodity. The government permitted the public to make any 
transactions with cryptocurrency at their own risk (Panda, 2013). 
 2014 
The governor of PBOC released a statement that Bitcoin and other Cryptocurrencies will not 
be forbidden as Bitcoins and other cryptocurrencies are treated as tradable commodities which do 
not harm the economy (Robin 2014; Pete, 2014). This has resulted in a dramatic rise of the price 
of Bitcoin to more than 18%.  
 
 
 
                                                          
5 ICO is the process of borrowed money to buy Bitcoin and other cryptocurrencies 
 34 
 
 2016 
Because of the cost-reducing advantages of Bitcoin and other Cryptocurrencies, the PBOC 
planned to establish their digital currencies. This idea comes from China’s struggle in capital flow 
and Yuan depreciation (Wendy, 2016).  
 2017 
On September 4, 2017, the PBOC with other six regulators6 from the central government 
released a statement warning the public about the financial risk from the ICO and stated that ICO 
is illegal. In that time, the central government also ordered the regulators to close down the Bitcoin 
exchange market operation or platform (Leng, 2018). 
 2018 
In January 2018, China’s internet-finance regulator guided the government in its crackdown 
of the businesses related with Bitcoin and other Cryptocurrencies trading, including Bitcoin miners 
and domestic Bitcoin exchange platforms (Hsu, 2018). Apparently, these are due to several 
concerns such as fraud and money laundering (Bloomberg, 2013). However, even if Bitcoin and 
other Cryptocurrencies are banned in China, trading still continued. The investors in China use the 
                                                          
6 - The Cyberspace Administration of China (CAC) 
- The Ministry of Industry and Information Technology (MIIT) 
- The State Administration for Industry and Commerce (SAIC) 
- The China Banking Regulatory Commission (CBRC) 
- The China Securities Regulatory Commission (CSRC) 
- The China Insurance Regulatory Commission (CIRC) 
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method by switching to foreign exchanges. Likewise, in order to protect other investors and 
financial institutions, PBOC had prohibited the financial institutions from all the activities relating 
to Bitcoin and cryptocurrencies trading.   
c. The Current Situation of Cryptocurrency Exchange Market in China 
According to the statement issued by PBOC and the seven regulators from the Chinese central 
government, the Bitcoin exchanges in China is officially banned from converting legal tender into 
cryptocurrencies and vice versa. It is related to ICO rules. Moreover, it also prohibits all businesses 
that offer Bitcoin and other Cryptocurrencies. The government has closed all websites, and online 
that fail to comply, remove the applications from application stores, or even suspend the platform’s 
business licenses.  
d. Case Study: Hacking Cryptocurrency Wallets in China  
Hacking is a criminal activity. It is a kind of activity in which an anonymous person breaks 
into other computer systems without permission and steals information, data, and documents for 
other purposes (Aseef et al, 2005). If we talk about Bitcoin or cryptocurrency, the word blockchain 
comes after. The blockchain is a new technology innovation for storing data (Economist, 2015). It 
is decentralized and open for Bitcoin and other Cryptocurrencies users. Bitcoin is 100 percent 
dependent on blockchain since all of the transactions are recorded in blockchain (Investopedia, 
2018). It is also called accounting ledger or bookkeeping. Blockchain has been trusted and treated 
as the fastest and the safest for storing information Bitcoin and other Cryptocurrencies 
(Nachiappan, Pradan, Sanjeev and Vignesh, 2016). However, criminal still finds a way to access 
with Bitcoin and other Cryptocurrencies by hacking the cryptocurrency exchange market platform.  
The total amount of Bitcoin reaches up to 21 million, and currently, it reached 80 percent of the 
total Bitcoin (Redman, 2018). As a result, if you want to be an owner of a Bitcoin, you have to 
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spend more than 5 hours on mining from your computer. In the past, mining for one Bitcoin takes 
less than 1 hour, but since the price of Bitcoin keeps increasing, mining of Bitcoin has also become 
more difficult. Secondly, due to the current situation, most people still use cash and card for 
payment. Using Bitcoin as a method of payment is not yet common in some countries. Investors 
mostly buy and sell Bitcoin and other Cryptocurrencies at cryptocurrency exchange market 
platform. Likewise, they gain profit from buying Bitcoin at the lower price and sell at the high 
price. So does the Bitcoin and other cryptocurrency’s price is volatile every day. These are the 
reasons why Bitcoin is not safe for the investor and can be used for money laundering. Hacker or 
criminals hack investor’s account and buy or sell the Bitcoin and other Cryptocurrencies with the 
different price for their interest and purpose. They sometimes hack to the cryptocurrency exchange 
market platform to conduct transactions.  
On 20 August 2018, three hackers hacked into many accounts of the cryptocurrency user in 
cryptocurrency exchange market operation in China. The total money lost in this case was around 
600 million yuan which was approximately 87 million USD (Das, 2018). The Xinhua, China’s 
state-owned press agency, stated that these three men have stolen Bitcoin, Ethereum and other 
cryptocurrencies for the last six months which equal 100 of Bitcoins and other cryptocurrencies. 
C. SOUTH KOREA 
a. Introduction 
Heavily devastated by the Korean War, South Korea was among the poorest countries in the 
world during the 1950s (Robert, 1980). However, South Korea’s economy has seen a remarkable 
improvement. GDP per capita has grown from USD 158.237 in 1960 to USD 29,742.839 in 2017 
(World Bank, 2018). The most interesting part about South Korean economy was a five-
year economic plan by President Park Chung Hee.  He wanted to transform South Korea 
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from the agriculturalist to industrialist. As a result, South Korea has transformed itself from one 
of the poorest countries to the eleventh largest powerful economic country in the world (CIVIC, 
2018). The rapid development in South Korea is unprecedented in world history. Interestingly, 
within the last four decades, the economic situation in South Korea is becoming stronger and 
stronger; South Korea’s Economy has been named as a high-tech industrialized country. 
Conglomerates such as Samsung, Hyundai, and Kia are the core of South Korea’s economy, 
exporting their products abroad. The Korean society is also moving forward. Most of the Korean 
citizens use credit or debit card and other electronic forms of money for payment than cash and 
coins. Yoon (2016), the central bank of Korea plans to create the cashless society in 2020. 
Simultaneously, Bitcoin and other Cryptocurrencies also became attractive to Korean investors 
and foreigners in South Korea. Consequently, the South Korean Won is ranked third after US and 
Japan for the most Bitcoin purchasing (Gregor, 2017). Nonetheless, the South Korea government 
still believes that using Bitcoin and other Cryptocurrencies are illegal activities which cause illicit 
behaviors and harm the market. Therefore, South Korea’s government prohibited Bitcoin and other 
Cryptocurrencies in order to monitor the speculation and the non-controlling of the volatile in the 
market.   
b. The story-line of regulatory on cryptocurrency exchanges in South Korea 
 2017 
On September 2017, South Korea’s Financial Service Commission (FSC) or Financial 
Supervisory Commission, checked up all the Cryptocurrency exchange markets operation and the 
businesses that provide ICO. FSC checked cryptocurrency exchange that provides ICO because 
South Korea’s exchange market is becoming overheated and has led to criminal deception. FSC 
also claimed that the banning of initial coin offering is in the consideration (Gregor, 2017). 
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On December 2017, FSC was moving hard on making the proper regulation on the 
cryptocurrency exchange market operation by calling an emergency meeting with the related 
regulators and officials. That time, the Office for Government Policy Coordination (OGPC) has 
drafted taxation on the capital-gain from the Cryptocurrency exchange market operation. The 
primary purpose of the OGPC is to draft new law and regulation to monitor the financial system; 
however, the drafting does not require a timeline. According to Kim and Steven (2017), besides 
imposing taxation, the government also plans to prohibit high school students and foreigners in 
Korea to be involved with cryptocurrency exchange market operation.    
 2018 
On January 30 2018, the Vice Chairman of FSC, entirely banned the anonymous trading 
account on the domestic cryptocurrency exchanges. For instance, foreigners and minors are 
absolutely prohibited from involving with domestic cryptocurrency exchanges in Korea. Even if 
they already had account, they cannot increase their money to buy new cryptocurrencies (Kim, 
2018). Therefore, all the cryptocurrency traders have to change virtual accounts to real-name in 
their bank since the regulators required the cryptocurrency exchange market operation to provide 
customer information to the bank to share trader’s data. Likewise, the banks have to dismiss the 
virtual accounts that do not match name within the banking accounts. This guideline immediately 
became active a day after the announcement by the Vice Chairman. As a result, most of the existing 
virtual account was shut down. Informing about the enormous amount of withdrawal or deposit 
which are exceeding 20 million won per week to the Korea Financial Intelligence Unit (KOFIU) 
was mandatory for the banks as set by the FSC (Kim, 2018). This is for the prevention of money 
laundering. FSC also announced that sections would be given to non-complying banks because 
FSC wants to crack down on the growing speculative trading of crypto-assets by the public and 
 39 
 
this is a boundary created by the government for instance foreign injecting in cryptocurrency 
exchanges7 in South Korea. On the same day, NH Bank, Industrial Bank of Korea, Shinhan Bank, 
Kookmin Bank, Woori Bank, and Korea Development Bank also launched an ID verification 
system for adult citizens to create new cryptocurrency account, while all the existing 
cryptocurrency accounts at exchanges are prohibited from trading (Christine and Kim 2018).  
c. The Current Situation of Cryptocurrency in South Korea 
After the guidelines released by the FSC, most of the founders of the cryptocurrency exchange 
market in South Korea have sanguine perspective to following the FSC as well as the regulators. 
Likewise, Julian Hosp, the co-founder and the president of the cryptocurrency start-up Tenx, 
claims that this was a good idea for cracking down on the some anonymous and the illegal use of 
the cryptocurrency (Ming, 2018); he also claims that “if, afterwards, investors and companies have 
more legal security working in the ecosystem, it's going to have some short-term downsides, but 
long-term, it's going to have a really, really big boost," (p.1). However, it was fascinating, as we 
already know that the Korean Won is the third currency which purchases in the cryptocurrency 
exchange market operation. The government has implemented laws and regulations in order to 
protect the financial system and prevent any risk of money laundering. Unfortunately, there are 
two most prominent cases of hacking in cryptocurrency exchange market operation in South Korea 
after the government released a regulation on the cryptocurrency exchange. Coinrail, the 
cryptocurrency exchange market in South Korea, lost USD 40,000,000 due to the hacking; and the 
                                                          
7 Cryptocurrency Exchange Korbit partner with Shinhan Bank; Cryptocurrency Exchange Upbit, 
own by internet giant Kakao, partner with Industrial Bank of Korea while Cryptocurrency 
Exchange Coinone, partner with NH Bank (Ramirez, 2018). 
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biggest cryptocurrency exchange market operation, Bithumb, was hacked on 20 June 2018 
(Wilmoth, 2018). Some of the cryptocurrencies valued about USD 30,000,000 were stolen. 
Because of this, all the accounts were transferred to cold wallets to prevent further losses.  
D. Overall Evaluation  
After examining the case studies of the storyline on the regulation process of cryptocurrency, 
the cryptocurrency is very popular for the investors and the regulators. Similarly, the regulators all 
around the globe have the different perspective regarding the regulatory procedure of this new 
technology innovation. Most of the countries have the negative perspective on the cryptocurrency 
as a new tool for money laundering. Correspondingly, Australia, China, and South Korea take 
several regulations on the cryptocurrency due to the three critical functions such as AML, financial 
stability and tax evasion and refer to table 4. The central bank of Australia does not recognize 
Bitcoin and other Cryptocurrencies as a national currency or foreign currency while ATO treats as 
commodity for the purpose of incoming tax. Australia’s government published law and regulation 
on the activity related with Bitcoin and other cryptocurrency and controlling by the AUSTRAC 
and ATO published law and regulation related with the requirement tax on Bitcoin and other 
Cryptocurrencies. Similarity, the central bank of China does not treat Bitcoin and other 
Cryptocurrencies as currency; instead, China’s government prohibited all the activities related with 
Bitcoin and other Cryptocurrencies such as cryptocurrency exchanges, cryptocurrency businesses, 
and ICOs. China’s government wants to protect the financial and banking system, and the most 
important thing is that China’s government wants to create their own cryptocurrency.  Last but not 
least, the central bank of Korea does not recognize Bitcoin and other Cryptocurrencies as currency. 
The FSC of Korea takes serious regulation on banning all the Bitcoin and cryptocurrency 
exchanges but for the illegal cryptocurrency exchanges only. Correspondingly, Korea cracked 
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down on the some anonymous and the illegal cryptocurrency exchange; also, banning the foreigner 
for involving with Bitcoin and cryptocurrency. Likewise, the primary purpose of Korea’s 
government is similar to other countries; AML, tax evasion and financial protection are the core 
reason. So, it can be included that whether regulate or prohibit on the cryptocurrency exchange, 
the government and the regulator have the same perspective on the regulation. As a result, the 
government and regulator in every country want to protect their country from money laundering 
risk and for the financial protection. However, it can be assumed that no matter of regulation that 
government and regulator set on this new technology innovation, the risk of money laundering still 
happened. Hacking is existing, i.e., in Australia, after the government and other regulators studied 
and public a proper law and regulation to response the regulation on the cryptocurrency, the 
hacking happened and so did the complaint about the scams on the Bitcoin and other 
Cryptocurrencies. The hacking also happened in Korea. The investor in Korea is suffering from 
losing the huge amount of money after the government regulate on the Bitcoin and other 
cryptocurrency exchange. This show that the Bitcoin and other cryptocurrency had a significant 
and powerful effect that every regulator and investors cannot protect and predict.  
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Table 4: The table of similarities and differences of the regulatory on cryptocurrency exchanges 
in Australia, China, and South Korea. 
 Australia China South Korea 
 
 
 
 
 
 
 
 
 
 
 
 
 
Similarities 
- The Reserve Bank of 
Australia does not consider 
and regulate Bitcoin and 
other Cryptocurrencies as 
currency. 
 
- Anti-money laundering, 
tax evasion, financial and 
banking protection are the 
main concerns regarding 
to the Bitcoin and other 
Cryptocurrencies. 
 
-  AUSTRAC (Australian 
Transaction Reports and 
Analysis Centre or Australia’s 
Financial Intelligence Unit) 
is a regulatory body 
- The People’s Bank of 
China does not consider 
and regulate Bitcoin and 
other Cryptocurrencies as 
currency. 
 
- Anti-money laundering, 
tax evasion, financial and 
banking protection are the 
main concerns regarding 
to the Bitcoin and other 
Cryptocurrencies. 
 
 
 
 
 
- The Bank of Korea does 
not consider and regulate 
Bitcoin and other Crypto-
currencies as currency. 
 
 
- Anti-money laundering, 
tax evasion, financial and 
banking protection are the 
main concerns regarding 
to the Bitcoin and other 
Cryptocurrencies. 
 
- KOFIU (Korea Financial 
Intelligence Unit) is a 
regulatory body responsible 
for the supervising the 
banking sector and crypto-
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responsible for regulating 
cryptocurrency exchanges 
in Australia.  
 
- The case of money 
laundering with Bitcoin 
and other Cryptocurrencies 
are happened in Australia.  
 
 
 
- The case of Bitcoin and 
other Cryptocurrencies 
hacking are happened in 
China. 
currency exchanges in 
South Korea. 
 
- The case of Bitcoin and 
other Cryptocurrencies 
hacking are happened in 
South Korea. 
 
 
 
 
 
Differences 
- Regulate the crypto-
currency exchanges and 
businesses.  
- Regulate and treat 
Bitcoin and other crypto-
currencies as commodity 
for the purpose of 
incoming tax. 
 
- Prohibit and crack 
down the crypto-currency 
exchanges and businesses. 
- China’s government 
plans to make their own 
cryptocurrency.  
- Prohibit the anonymous 
traders, cryptocurrency 
exchanges, and ban all 
foreigners to involve with 
Bitcoin and other crypto-
currencies. 
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CHAPTER IV: OVERVIEW OF CAMBODIA, CAMBODIA FINANCIAL 
INTELLIGENCE UNIT, AND MONEY LAUNDERING RISK 
A. Background of Cambodia  
Cambodia is located in the Southeast Asia. Thailand, Laos, and Vietnam are neighboring 
countries with the population around 15 Million on the total land 181,035 km2 (Report, 2018). 
Cambodia is one of the developing nations in the world due to the decades of civil wars from 1970 
to 1990s. Especially, the Khmer Rouge regime from 1975 to 1979. The Khmer Rouge government 
arrested, tortured, and killed the government official, scholar and many people. Khmer Rouge 
regime destroyed infrastructure, building and many governmental offices. This regime was 
ruthless and unusual punishment. The total suffering of the Cambodian is nearly four years. After 
the Khmer Rouge regime collapsed on 7 January 1979, Cambodia Economy was starting from 
zero. Cambodia has tried to develop many infrastructures from that suffering. The government has 
put many affords on many spheres that are ranging from the politic, administration and economic. 
As a result, by the supporting of government and citizens, Cambodia’s economic and many other 
sectors have grown dramatically. Even Cambodia was suffering from the war, and the economic 
is growing over the last decade. GDP grew at average over 8 percent from 2000 to 2017 and 
expected to remain strong around 7 percent this year (2018).  Cambodia started to use free market 
economy system in 1986 after the fall of the Soviet Union and the Eastern Bloc and the reform of 
Vietnam’s economic policy, Doi Moi (Chhair and Ung 2015). Likewise, Cambodia joins with 
international economy to enhance country’s economic growth and development such as ASEAN 
community, World Customs Organization (WCO) and World Trade Organization (WTO). 
Consequently, Cambodia joins other international organization for enhancing the standard of law 
and regulation such as Egmont group, Asia Pacific group and others.    
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B. Cambodia Financial Intelligence Unit (CAFIU) 
a. Background 
Cambodia financial intelligence Unit is an independent decision-making body under the 
National Bank of Cambodia (NBC) and the permanent secretariat of NBC. CAFIU was established 
in early 2008 due to comply with the international standard in order to AML/CFT. The mainly 
responsible of CAFIU is to protect Cambodia financial system from the use by the criminal to 
laundering dirty money and deny the supporting of terrorist activities. In the same fashion, CAFIU 
has assigned to receipt the suspicious transaction reports and cash transaction reports for evaluating 
and investigating whether the financial system in Cambodia is the matter of money laundering or 
use by the criminal (NBC_CAFIU, 2018).  
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 Cambodia Financial Intelligence Unit Structure 
 
Figure 6: the structure of CAFU 
Source: Cambodia Financial Intelligence Unit (2018).  
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b. Law and Regulations  
In order to comply with the international standard for AML/CFT, CAFIU has conducted law 
and regulation with the following table 5. 
Table 5: The table of law and regulation of CAFIU 
No Law and Regulation Issue date 
1 Law on Anti-Money Laundering and Combating the 
Financing of Terrorism 
24 June 2007 
2 Prakas 8  on Anti-Money Laundering and Combating the 
Financing of Terrorism 
30 May 2008 
3 Prakas on Anti-Money Laundering and Combating the 
Financing of Terrorism Relating to All Reporting Entities not 
Regulated by the National Bank of Cambodia 
21 December 2010 
4 The National Strategies on Anti-Money Laundering and 
Combating the Financing of Terrorism 2013-2017 
21 March 2013 
5 Sub-decree on Freezing of Property of Designated Terrorists 
and Organizations 
10 March 2014 
6 Guideline on submitting Suspicious Transaction Reports 
(STRs)for all Reporting Entities under Anti-Money 
Laundering and Combating the Financing of Terrorism 
30 April 2018 
Source: (NBC_CAFIU, 2018) 
                                                          
8 Prakas or proclamation is a ministerial or inter-ministerial decision signed by the relevant 
Minister(s). 
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C. Money Laundering Risk in Cambodia 
According to Basel Anti-Money Laundering Index report (Basel, 2017), Cambodia is ranked 
third over 174 countries as the high-risk country of money laundering and terrorist financing in 
2012. Comparing with neighbor countries Cambodia was the high-risk country. However, by the 
hardworking of the CAFIU team, Cambodia’s rank in Basel Anti-Money Laundering Index moved 
from third over 174 countries to ninth over 174 countries in 2017 (Basel, 2017). There are 14 
indicators for conducting the final result of the overall score. Consequently, in order to evaluate 
risk, each indicator is giving the zero as the low risk and ten as the high-risk and using a weighting 
scheme based on a qualitative expert assessment as show in figure 7 (Basel, 2017).  
 
Figure 7: The overall Score of the Basel AML Index 2017 
Source: the Basel AML Index report 2017. 
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D. The Perspective of Centre Authority about Money Laundering in Cambodia  
How is Bitcoin in Cambodia? Deputy Governor of National Bank of Cambodia, Sum Sannisith 
provided a speech on the occasion of the 1st semester conference and targets for the 2nd semester 
of the year 2018 of National Bank of Cambodia that Cryptocurrency is popular because the lack 
of decentralized of the financial sector with the high interest of the hack and fraud. He also stated 
that “We cannot replace money with Cryptocurrency due to the lack of scalability and lack of 
guarantee of finality; cryptocurrency will have a significant and powerful effect to the conventional 
monetary and it will affect the financial sector” (p.1) (NBC, 2018). So, in order to protect the risk 
of cryptocurrency, the deputy governor asserted that the regulator should follow the Basel 
Committee. In the same vein, Director-general of National Bank of Cambodia, Chea Serey claimed 
that as a central authority in terms of banking and regulation, Bitcoin and other Cryptocurrencies 
which are not backed by the government are not recognized as a currency. The poor financial 
technology literacy and the lack of online law and regulation are the matter of concerns in 
Cambodia (Kunmakara, 2017).  She also asserted that “As a financial instrument they are high-
risk. We, as the financial authority, have not yet understood all the risks, so we all must be careful 
when accepting digital coins instead of physical currency,” (p.2). Even there is no official ban, 
NBC, the Securities and Exchange Commission of Cambodia and the General-Commissariat of 
National Police released a joint warning statement that all cryptocurrencies in Cambodia are illegal 
because this propagation is not regulated by competent authorities and may cause potential risks 
(NBC, 2015). The competent authorities wanted to know the public to be cautious of the 
cryptocurrencies which did not get the license from the competent authorities. However, even the 
letter of warning has been published, investors in Cambodia still find the way to involve with 
cryptocurrency (Coinmarketcap, 2018). Thus, the number of cryptocurrency businesses are 
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snowballing well in Cambodia. Likewise, the exchange market operation is existing; LockCoin is 
the first and well-known Cryptocurrency exchange platform in Cambodia which is accepting a 
variety of cryptocurrencies such as Bitcoins, Litecoin, Ethereum, and other cryptocurrencies, while 
KHCoin and K-Coin are the first homegrown cryptocurrency (Times, 2017). In addition, NBC is 
not yet banned neither regulated the Bitcoin and other Cryptocurrencies.  
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CHAPTER V: CONCLUSION, IMPLICATION, AND SUGGESTIONS FOR CAMBODIA 
After reviewing the definition of the cryptocurrency or Bitcoin by the regulators in different 
countries, the researcher assumes that most of the country have the negative aspect on this new 
technology innovation. Some countries prohibited while some countries regulated cryptocurrency. 
Some countries set up their policy and regulation based on different diagnoses on the nature of the 
cryptocurrency or digital money and mainly focusing on the negative side of this modern 
technological breakthrough. They place different weights on the aspects of financial soundness 
(risk issue). Moreover, the risk of money laundering, the non-controlling of the volatile in the 
market, the dangerous in financial system, tax evasion and other negative hypes. However, if a 
financial instrument should be regulated due to the negative aspect or its riskiness and possibility 
of abuse for money laundering, should the equity stocks be regulated in the same fashion as the 
Bitcoin because they are risky and can be used for money laundering? The answer is yes; stock 
trading is regulated in a certain way, but differently from the regulation on the cryptocurrency. So, 
the regulators should not think only the bad side of the cryptocurrency; the positive view of the 
Bitcoin and other Cryptocurrencies are highly recommended.   
Offering an efficient means of payment, providing intermediary of transaction, exchanging for 
commodities and services are the intrinsic value of the Bitcoin and other Cryptocurrencies. As a 
result, Bitcoin or cryptocurrency will be reached in the future by its intrinsic value.  
Similarly, in Cambodia, before we can response the question whether Cambodia should 
regulate or prohibit Bitcoin and other Cryptocurrencies; the regulators should broaden the 
perspective on this new technological innovation as we see an elephant as a whole rather than 
looking it piece by piece, trunk, legs or tail. So, when the regulator finds out the intrinsic value of 
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the Bitcoin and other Cryptocurrencies, the regulators will know the appropriate policy to promote 
such positive role while preventing or minimizing the negative side.  
As a result, the researcher would like to make implications and suggestions for Cambodia. 
According to the overview of Cambodia, CAFIU and money laundering risk in Cambodia in 
Chapter IV and the intrinsic value of the cryptocurrency, researcher would like to suggest that 
Cambodia should regulate cryptocurrency rather than prohibition. Firstly, it refers to the intrinsic 
value of Bitcoin and other Cryptocurrencies; researcher believe that it will be fruitful in the future. 
Secondly, based on the reviewing about the global perspective of cryptocurrency and the case 
studies on the regulatory system; Bitcoin and other Cryptocurrencies should regulate rather than 
ban. Lastly, it depends on the money laundering risk in Cambodia. According to Chapter IV, 
Cambodia is ranked ninth over hundreds countries as a high-risk countries one the money 
laundering. This result due to the weak of the financial sector and the low of jurisdiction system. 
So, it is the best chance for Cambodia to take control of the regulatory on the Bitcoin and other 
Cryptocurrencies rather than prohibit. The loophole will happen if there is no regulation on the 
Bitcoin and other Cryptocurrencies. It would be better for Cambodia, if Cambodia has a law and 
regulation to monitoring Bitcoin and other Cryptocurrencies. It can be assumed as a method to 
prevent risks and vulnerabilities with Bitcoin in the future.   
In addition, Cambodia’s regulator should regulate this new technology innovation. According 
to the case studies in Chapter III; the following is the suggestion for Cambodia to considering, 
studying and preparing. 
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The implementation and suggestion for Cambodia 
 Definition of Cryptocurrency 
The regulator should broadly define the definition of the Bitcoin and other Cryptocurrencies 
by conducting a public survey from the organization and individual which are involving with this 
new technology innovation.  
 Cambodia Financial Intelligence Unit (CAFIU) 
- Cambodia’s government should assign a regulatory body to take control; following the 
case of South Korea, Cambodia’s government should give the opportunity to CAFIU 
to takes responsibilities. CAFIU is very suitable for this position. 
- Establishment or amendment the law and regulation on Anti-Money Laundering 
including the regulation and guideline on the Bitcoin and other Cryptocurrencies.  
- Calling the cryptocurrency exchanges and businesses to register with CAFIU and 
require to follow the AML/CFT obligation including: i-/ Identify and verifying the 
identities of the creator of the cryptocurrency exchanges and traders, ii-/ Require 
reporting form all the entities if the bitcoin and other cryptocurrencies involving with 
the physical currency meet or over the threshold limit (CAFIU should determine the 
threshold limited) and form the suspicious report regarding with AML/CFT transaction 
and iii-/ keeping certain records.  
- Determination the risk-based approach on the services related to Bitcoin and other 
Cryptocurrencies, the transaction they made, investor’s profile.  
- Conduct a risk assessment and onsite visiting. 
- Forming a group to study on the trend of this new technology innovation whether the 
Bitcoin and other Cryptocurrencies cause other risks to the financial sector.  
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 Others 
- Cambodia’s government should implement law and regulation which are related to the 
internet activities including the online activities involving with Bitcoin and other 
Cryptocurrencies.   
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